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Background 
The	amount	of	security‐relevant	data	being	
generated	on	today’s	networks	by	system	
logs	and	security	devices	is	daunting.	
AlphaSix	is	working	to	apply	Big	Data	
technologies	to	change	this	massive	flow	of	
data	from	a	burden	to	an	advantage.	Cyber	
security	is	one	of	our	nation’s	greatest	
priorities.	Networks	are	constantly	under	
attack,	and	these	attacks	are	growing	in	
volume	and	sophistication.	Early	detection	of	
attacks	is	key	for	proper	responses	to	be	
taken.		

The	intent	of	AlphaSix’s	solution	is	to	
empower	the	network	defender	to	achieve	
information	dominance	over	the	malicious	
attacker.	A	three‐phased	approach	of	Protect,	
Detect,	React	must	be	taken	to	properly	
protect	networks.		

The	first	phase,	Protect,	
includes	proper	
architecture	design,	
vigilant	system	
administration,	patch	
management,	
certification	and	
accreditation	efforts,	etc.		

The	second	phase,	Detect,	
involves	monitoring	
activities	on	the	network	
in	order	to	detect	
malicious	efforts.		

The	third	phase,	React,	
comprises	active	
response	and	recovery	

efforts	once	malicious	activities	have	been	
detected.	This	document	focuses	on	the	
Detect	phase.	

Today’s	networks	have	grown	into	vast	
enterprises	consisting	of	thousands	of	
devices	running	many	operating	system	and	
software	packages.	The	constant	flow	of	
security	patches	and	software	upgrades	is	
almost	impossible	to	keep	up	with.	The	
number	of	possible	individual	configurations	
of	systems	is	nearly	infinite.	This	gives	a	huge	

advantage	to	attackers.	When	attacking	a	
network,	they	need	only	find	one	flaw	
amongst	the	millions	of	permutations	of	
systems.		

The	network	defender	is	better	able	to	detect	
malicious	activity	by	collecting	more	
information	both	in	volume	and	detail.	
However,	this	increased	amount	of	data	has	
historically	ended	up	being	a	further	
vulnerability.	A	skillful	attacker	can	not	only	
rely	on	the	odds	that	they	will	find	a	
vulnerability,	but	also	take	advantage	of	the	
massive	amount	of	data	that	defenders	must	
sift	through	on	a	daily	basis	by	hiding	
amongst	it.	Most	detection	systems	are	not	
able	to	scale	to	handle	the	full	breadth	of	
information	available	to	the	defender.	This	
massive	amount	of	data	is	further	
compounded	by	false	positives	and	obscure	
meanings	that	end	up	overwhelming	the	
defender.	

In	an	ideal	situation,	the	defender	would	
have	the	following	key	advantages:	

 The	defender	should	know	the	
normal	operations	and	flows	in	their	
network	better	than	an	adversary.		

 The	defender	can	collect	information	
about	what	is	going	on	in	their	
network	to	a	great	level	of	detail.		

 The	defender	should	be	able	to	lay	
traps	that,	while	appearing	safe,	are	
easy	pits	only	an	adversary	would	
fall	into	on	their	particular	network.	
False	alarms	should	be	overcome	
using	an	aggregate	method	whereby	
multiple	suspicious	activities	are	
detected	before	the	operator	is	
alerted.	

The	necessary	data	for	these	advantages	are	
available,	but	it	has	not	been	technologically	
practical	to	take	advantage	of	them	to	the	
fullest	extent	because	of	the	massive	
amounts	of	data	that	must	be	processed	on	a	
continual	basis.	

 
REACT 

 
DETECT 

PROTECT 



	

	

The Solution 
It	is	very	challenging	to	remotely	attack	a	
network	without	generating	network	traffic	
and	leaving	some	trace.	Today,	it	is	very	
difficult	for	the	network	defender	to	find	the	
needle	in	the	haystack	that	is	that	trace	and	
to	correlate	all	the	traces	into	the	realization	
that	something	malicious	is	going	on.	
AlphaSix	has	built	a	Big	Data	system	to	
collect	operating	system	logs,	firewall	logs,	
intrusion	detection	logs,	and	other	security	
relevant	information,	and	combine	them	with	
supporting	information	such	as	vulnerability	
scan	results,	port	scan	results,	etc.,	in	a	
Hadoop	cluster,	thereby	allowing	the	
defender	to	much	more	easily	perform	tasks	
such	as	identifying	new	data	connections	that	
occur	on	the	network	on	a	daily	basis	or	
identifying	new	programs	that	were	run	on	
Windows	desktops	that	have	never	been	
seen	before.	These	types	of	results	allow	the	
defender	to	better	focus	on	the	early	signs	of	
anomalous	behavior	on	the	network.	The	
inherent	false	positives	in	any	one	detection	
method	are	mitigated	by	combining	the	
results	of	all	detection	methods	to	highlight	
the	activities	that	are	doing	multiple	“bad”	
things.	Attempts	to	hide	efforts	to	gather	
network	information	by	acting	slowly	over	
long	amounts	of	time	will	be	more	easily	
detectable.	Beyond	these	examples,	other	
new	analytic	techniques	will	be	discovered	
and	made	possible	by	a	greater	ability	to	
store	and	process	the	vast	amounts	of	data	
available	to	the	defender	today.	The	problem	
then	shifts	from	drowning	in	data	to	trying	to	
find	more	sources	of	data	to	cross	correlate	
with.	

AlphaSix	has	utilized	recent	advances	in	Big	
Data	technology	to	put	these	advantages	

within	reach.	Instead	of	trying	to	collect	less	
data	and	look	at	as	much	of	it	as	possible,	the	
AlphaSix	solution	allows	for	collecting	as	
much	data	as	possible	and	running	
algorithms	to	enable	reducing	viewings	to	as	
few	as	possible	until	a	threat	is	detected.	
Then,	upon	detection,	the	analyst	has	a	vast	
amount	of	data	to	dive	into.		

Imagine	logging	the	metadata	for	every	TCP	
and	UDP	network	connection	on	a	network	of	
source,	destination,	source	port,	and	
destination	port	on	a	daily	basis	over	long	
periods	of	time.	Numerous	opportunities	
arise	for	the	defender	to	gain	advantage	by	
having	the	ability	to	both	store	and	process	
this	information.	For	example,	it	would	be	
helpful	to	be	able	process	a	day’s	worth	of	
connections	and	highlight	any	connections	
from	an	internal	host	to	an	external	host	that	
have	never	been	logged	before.	People	and	
systems	tend	to	be	creatures	of	habit.	Given	
enough	time,	a	large	percentage	of	
connections	will	be	repeated.	Being	able	to	
easily	identify	“new”	activity	that	has	not	
been	seen	before	would	be	very	useful.	You	
could	also	use	the	same	type	of	data	to	
produce	profiles	of	what	is	“normal”	for	a	
large	number	of	systems	and	then	highlight	
any	deviations	from	those	systems.		

There	is	no	one	“magic	bullet”	for	detecting	
malicious	behavior.	However,	our	experience	
has	shown	that,	while	any	one	technique	may	
provide	false	positives,	it	is	rare	for	multiple	
monitoring	techniques	and/or	algorithms	to	
start	alerting	for	a	particular	entity	at	the	
same	time.	Therefore,	providing	a	score	for	
various	findings	and	summing	the	total	of	
those	scores	causes	truly	suspicious	behavior	
to	bubble	to	the	top.	

Architecture 
Hadoop	is	open‐source	software	designed	to	
provide	reliable	scalable	distributed	
computing.	Core	Hadoop	has	two	main	
components:	a	distributed	file	system	(HDFS)	
and	parallel	computation	framework	
(MapReduce).	Its	chief	advantages	are	as	
follows:		

 It	is	designed	to	run	on	commodity	
hardware.	

 It	is	fault	tolerant.	

 It	can	scale	to	handle	extremely	large	
data	sets.	

 It	simplifies	many	of	the	
complexities	of	developing	large‐
scale	Big	Data	applications.	

 Computation	is	performed	at	the	
data.	

The	AlphaSix	solution	allows	for	collecting	as	
much	network	security	relevant	data	as	
possible	and	loading	it	into	a	Hadoop	cluster	
for	unique	analysis	to	detect	malicious	

The AlphaSix solution 
allows for unique 
analysis to detect 
malicious behavior 
more quickly than 
traditional methods... 

AlphaSix has built a 
Big Data system to 
allow the defender to 
better focus on the 
early signs of 
anomalous behavior on 
the network. 



	

	

behavior	more	quickly	than	traditional	
methods	and	to	allow	for	more	detailed	
analysis	once	malicious	behavior	is	detected.	

AlphaSix	has	already	built	a	proof	of	concept	
system	on	our	own	network.	The	system	
collects	logs	from	multiple	different	sources	
(Windows	Event	Logs,	Linux	syslog,	firewall,	
network	monitoring,	etc.),	store	s	this	data	in	

HDFS,	and	performs	extract/transform/load	
(ETL)	to	convert	the	various	data	formats	
into	a	common	format.	Finally,	an	analysis	
capability	has	been	developed	to	detect	
anomalous	behavior	and	present	this	
information	to	an	analyst	via	a	web	based	
front	end.	The	architecture	is	shown	in	the	
following	diagram:	

	

Network Security Hadoop Architecture 

In	addition	to	traditional	security	relevant	
data,	we	can	collect	supporting	data	and	use	
it	to	help	increase	the	accuracy	of	the	
information	being	produced	by	the	system.	
For	example,	vulnerability	scanning	results	
can	be	loaded	into	the	system	and	then	
correlated	with	intrusion	detection	alerts.	If	a	
network‐based	intrusion	detection	system	
claims	that	a	particular	web	server	attack	
was	launched	on	a	target	system,	the	fact	that	
a	vulnerability	scanner	already	checks	that	
server	for	that	particular	vulnerability	is	
useful	in	raising	or	lowering	the	threat	level	
of	the	attack.		

Once	the	data	is	in	the	cluster	in	the	common	
format,	there	are	a	variety	of	ways	to	process	
the	data	to	get	information.	Tools	from	the	
Hadoop	ecosystem	such	as	Hive	and	Impala	
can	be	used	to	provide	a	SQL‐like	interface	to	
the	data.	The	MapReduce	framework	is	also	
available.	This	means	that	developers	can	
develop	analytics	in	multiple	languages	and	
are	not	tied	to	any	proprietary	scripting	
languages	that	may	be	limiting.	Also	as	the	
Hadoop	ecosystem	continues	to	expand,	
additional	visualization	and	machine	
learning	tools	may	be	applied	to	the	data.

Big	Data	technology	such	as	Hadoop	holds	great	promise	in	the	area	of	network	security.	It’s	time	to	
take	maximum	advantage	of	the	security	data	that	is	available	and	turn	it	into	an	information	
advantage	for	the	network	defender.	To	find	out	more	about	AlphaSix’s	work	in	this	area,	please	
contact	us	at	info@alphasixcorp.com.	

AlphaSix has already 
built a proof of concept 
system to detect 
anomalous behavior 
and present this 
information to an 
analyst via a web 
based front end. 


